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Abstract. In this paper we revisit the idea of participation privacy in
secure voting, i.e., when public data does not reveal whether a given voter
participated in the election. This is an important property, especially
when defining coercion-resistance preventing forced abstention attacks,
and it is frequently mentioned as one of the main necessary conditions.
However, what has been largely overlooked in the secure voting litera-
ture, is the idea of preventing forced participation attacks, i.e., where a
voter is forced, or more subtly feels forced, to participate in an election.
Whereas a high participation rate might seem like a desirable democratic
property, there are cases when a part of the society wants to boycott the
vote, e.g., in order to express its disapproval, or to prevent the proposed
legislation. We logically formalise the idea of resistance to forced partic-
ipation and, perhaps surprisingly, show that it is to some extent dual to
forced abstention resistance. We also give intuitive examples of systems
that satisfy one, but not the other.

Keywords: formal methods · voting · coercion-resistance · receipt-
freeness · participation privacy

1 Introduction

In this paper, we revisit the notion of participation privacy in elections. This is a
property that can be desirable for several reasons. For example, in Germany and
Switzerland it is required that the fact of having voted (or not) must be private.
This was also a motivation for the design of the participation-private KTV-
Helios scheme [41]. In terms of coercion-resistance, this is an important property
especially when wanting to guard against forced abstention attacks where the
coercer prevents a voter from casting a vote. The point is that forced abstention
resistance is a quite separate property from being able to equivocate the content
of a ballot to a coercer. Several methods have been developed to achieve this.
Firstly, the voting scheme can be designed so that public ballots cannot be
directly attributed to a voter, e.g. by using anonymous vote casting channels as
in the JCJ scheme [35]. Secondly, obfuscating ballots can be used to hide real
ballots, see e.g. [41]. Thirdly, some systems even refrain from publishing ballots
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– as it is the case in the Estonian voting system. However, the latter solution
fails in providing universal verifiability (especially for eligibility verifiability), a
security property which is intuitively at odds with the participation privacy.

What we point out in this paper, is that it has been largely overlooked in the
secure voting literature that besides forced abstention resistance, it can also be
important to guard against forced participation attacks, where the coercer forces
the voter to participate in the election, or more subtly the voter feels forced to
participate.

A high participation rate might at the first glance seem like a desirable demo-
cratic property. Some electoral systems even have mandatory election participa-
tion to increase the turnout. Others directly flag people who voted, e.g., pro-
viding ‘I voted’ stickers. However, there are important cases where a part of
the electorate wants to boycott an election, e.g., in order to express its disap-
proval, or to prevent the proposed legislation if certain levels of participation are
mandatory.

We demonstrate that the methods used to achieve participation privacy, and
especially forced abstention resistance, do not necessarily imply forced partici-
pation resistance, and vice versa. We also formally define these properties in the
strategic logic ATL∗, which allows us to derive relations between the privacy
notions, thus laying a foundation for future work on the topic.
Structure of the Paper. We first present the motivating scenario from the
Polish parliamentary election and referendum of 2023 in Section 2. Next, in Sec-
tion 3, we introduce the structures and the logical formalism used to represent
multi-agent systems and reason about agents’ strategic abilities. We also provide
an example of how certain privacy-type properties (such as coercion-resistance
and receipt-freeness) can be formally translated into corresponding logical for-
mulae. Then, in Section 4, we consider several voting protocols and mechanisms
that are designed to provide participation privacy and the corresponding vari-
ants of coercion-resistance. We determine whether the proposed measures are
vulnerable to forced participation attacks (and thus susceptible to coercion),
and study their relation with forced abstention- and forced-participation resis-
tance. In Section 5, we discuss the related work. Finally, Section 6 provides a
summary, concluding remarks, and plans for future work.

2 Motivating Scenario: Polish Election & Referendum ’23

On 15 October 2023, the latest Polish parliamentary election were held. To-
gether with the election, a referendum took place. It asked four questions in the
form of yes/no approval of: selling state properties to foreign entities, increas-
ing the retirement age, dismantling of the barrier along Polish-Belarus border,
and admission of thousands of illegal immigrants from Middle East and Africa
(sic!) [66].

The organization of the referendum gave rise to a number of controversies
(e.g., vague questions, lack of clear guidelines for electoral commissions). It was
also argued that the questions were designed in a way that guarantees nearly
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unanimous outcome, and thus feign an appearance of massive public support for
the ruling party. Importantly, the Polish constitution specifies that if the turnout
in a referendum exceeds 50% of the eligible voters, its outcome is legally bind-
ing (whatever that would actually mean in case of such ambiguous questions).
Moreover, invalid votes are included in the turnout. Because of that, opposition
representatives were concerned that the results of the referendum could be used
to undermine the outcome of the parliamentary election in case the opposition
wins majority in the parliament [54,24]. Consequently, the opposition leaders en-
couraged the voters to boycott the referendum, so that the required 50% turnout
would not be reached.

Outcome. The referendum ended with a turnout 40.91% with almost unani-
mous answer “NO” to all four questions: 96.49%, 94.61%, 96.04%, 96.79% re-
spectively [58]. In accordance with the Constitution of Poland, the National
Election Commission (NEC) concluded the result to be not binding [56]. The
turnout in the parliamentary election was 74,38%, the highest in the Polish post-
1989 history [57]. Thus, nearly half of the election participants refused to take
and cast their referendum ballots. While the ruling party obtained the highest
support, the coalition of center-left opposition parties won a majority in the new
parliament.

Privacy and coercion-resistance. According to the legislation [59], the vot-
ers checking in at a polling station were issued two election ballots (one for the
lower, and one for the upper chamber of the parliament), as well as one refer-
endum ballot. A voter could refuse to collect a ballot (or ballots). In that case,
the electoral commission official handling the registration noted the fact in the
voters’ register [26]. Since the register was open to see by everybody on the local
commission (as well as the members of the superior electoral commissions), the
voter’s participation (or abstention) could be only considered semi-private. This
was even more problematic in smaller – especially rural – constituencies, where
most families had a friend or a relative on the local commission. Thus, voters
who wanted to boycott the referendum were potentially vulnerable to coercion,
e.g., by a dominating family member [67].

Interestingly, the Polish story has an additional, subtle twist. Voters who
refused to take the referendum ballot could be, with very high probability, as-
sumed to have voted for the centre-left opposition in the parliamentary election.
Thus, the voter’s active abstention in the referendum leaks information about the
same voter’s vote in the election. Reportedly, that posed a significant dilemma
for many voters in rural areas (where right-wing sympathies prevail). If they
wanted to vote without exposing their center/left preferences, they could either
vote for the opposition in the election but participate in the referendum against
their wish, or abstain from voting in both the election and the referendum [32]. In
consequence, the voter was put in a “voting Nelson hold” that combined forced
participation (in the referendum) with forced abstention (in the election).
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3 Formal Definitions

Intuitively, privacy is about the ability of the voter to prevent the exposure of sen-
sitive information about their part in the election. Similarly, coercion resistance
is closely related to the voter’s ability to avoid coercion and choose the voting
behaviour that expresses their preferences best. We will use standard models
of multi-agent systems and the strategic logic ATL∗ to formalise the relevant
aspects of the interaction.

3.1 Models of Multi-Agent Interaction

Concurrent Game Structures [3,25,65]. An imperfect information concur-
rent game structure (CGS) is a tupleM = 〈Agt, St, PV, L,Act, d, o, {∼a| a ∈ Agt}〉,
where:

– Agt = {1, . . . , k} is a non-empty finite set of agents,
– St is a finite non-empty set of states,
– PV is a set of atomic propositions,
– L : St 7→ P(PV ) is a labelling function,
– Act is a non-empty set of actions,
– d : Agt × St 7→ P(Act) denotes actions that are available for each agent in

each state,
– o : St×Act1×. . .×Actk 7→ St is a transition function that assigns the outcome

state q′ = o(q, α1, . . . , αk) to each state q and tuple of actions 〈α1, . . . , αk〉,
such that αi ∈ di(q) for i = 1, . . . , k,

– ∼a⊆ St× St is an (epistemic) equivalence relation for each a ∈ Agt.

Informally, whenever q ∼a q
′, the states q and q′ are said to be indistinguish-

able to an agent a. Here, every CGS is assumed to be uniform, that is:

∀q,q′∈St (q ∼a q
′ ⇒ da(q)=da(q

′))

Strategies [3,65]. A (memoryless) strategy for agent a ∈ Agt is function
σa : St 7→ Act that prescribes every state with some available action, i.e.,
∀q∈Stσa(q) ∈ d(a, q). We assume strategies to be uniform, that is ∀q,q′∈St (q ∼a q

′ ⇒ σa(q)=σa(q
′)).

The set of all strategies for a ∈ Agt is denoted by Σir
a .3

A collective strategy for A = {a1, . . . , al} ⊆ Agt is a tuple of correspond-
ing (individual) strategies σA = (σa1

, . . . , σal
). The set of all such strategies is

denoted by Σir
A.

Paths [19,3]. An infinite sequence of states λ = q0q1q2 . . . in CGS, where there
is a transition connecting every qi with qi+1, is called a path. For a path λ and
i ≥ 0 by λ[i] and λ[i,∞] we denote a state in i-th position and an infinite suffix
starting from λ[i] respectively.

The outcome out(q, σA) returns a set of paths that can occur when agents
in A execute σA starting from state q onward, that is λ ∈ out(q, σA) iff:
3 The lowercase letters “i” and “r” refer to imperfect information and imperfect recall

respectively [65].
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(i) λ[0] = q0, and
(ii) ∀i≥0. ∃⟨αi

1,...,α
i
k⟩. ∀aj∈A

(
αi
aj

= σaj
(λ[i]) ∧ λ[i+ 1] = o(λ[i], αi

1, . . . , α
i
k)
)

.

3.2 Alternating-Time Temporal Logic ATL∗

To express system requirements and capture properties of interaction between
agents, we will use alternating-time temporal logic ATL∗ [2,3,65].
Syntax. Given a finite set of agents Agt and a set of atomic propositions PV ,
the syntax of ATL∗ is defined by the following grammar:

ϕ ::= p | ¬ϕ | ϕ ∨ ϕ | 〈〈A〉〉ψ
ψ ::= ϕ | ¬ψ | ψ ∨ ψ | Xψ | ψUψ

where p ∈ PV is an atomic proposition, A ⊆ Agt is a subset of agents (called
coalition), temporal operators “X” and “U ” stand for “in the next state” and
“(strong) until” respectively. Additional Boolean connectives and temporal oper-
ators can be derived in a standard way; in particular: Fψ ≡ >Uψ for “now or
sometime in the future” and Gψ ≡ ¬F¬ψ for “now and always in the future.”

Informally, formula 〈〈A〉〉γ says that the group of agents A can enforce the
temporal property γ no matter how the other agents in Agt\A proceed.
Semantics. Given a CGS M , a state q and a path λ, the satisfaction relation
|= is inductively defined as follows:

M, q |= p iff q ∈ L(p),

M, q |= ¬ϕ iff M, q ⊭ ϕ,
M, q |= ϕ1 ∨ ϕ2 iff M, q |= ϕ1 or M, q |= ϕ2,

M, q |= 〈〈A〉〉ψ iff ∃σA ∈ Σir
A ∀λ∈out ir(q,σA) M,λ |= ψ,

M, λ |= ϕ iff M,λ[0] |= ϕ,

M, λ |= ¬ψ iff M,λ ⊭ ψ,
M, λ |= ψ1 ∨ ψ2 iff M,λ |= ψ1 or M,λ |= ψ2,

M, λ |= Xψ iff M,λ[1,∞] |= ψ,

M, λ |= ψ1 Uψ2 iff ∃i ≥ 0 M,λ[i,∞] |= ψ2 and ∀0≤j<i M,λ[j,∞] |= ψ1.

Thus, the semantics of the “sometime” and “always” modalities becomes:

M,λ |= Fψ iff ∃i ≥ 0 M,λ[i,∞] |= ψ,

M, λ |= Gψ iff ∀i ≥ 0 M,λ[i,∞] |= ψ.

The standard ATL∗ can be further extended to support reasoning about
agents’ knowledge. The epistemic formula Kaϕ says that an agent a ∈ Agt
knows that ϕ holds. Hence, the following rule is added to semantic:

M, q |= Kaϕ iff ∀q′∈St(q ∼a q
′ ⇒M, q′ |= ϕ)
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3.3 Expressing Privacy-Related Properties in ATL∗

Let Vot ⊆ Agt be the set of eligible voter agents, c ∈ Agt a coercer, and Bal set
of possible returned ballots, including a special case of “returning nothing”. We
use the following functions:

– info : Bal 7→ Data to extract information that was filled on a ballot;
– vote : Bal 7→ P(Choice) to extract information on the selection made only,

where P(Choice) ⊊ Data and Choice corresponds to relevant information
(e.g., set of candidates for single choice voting);

– vb, vv : Bal 7→ {>,⊥} for ballot and vote validity respectively; the intuition
is that a ballot is valid, if it was not damaged or completely destroyed, and
a vote is valid if it was cast with a valid ballot that was also duly filled.

There could be many ways of completing the ballot form (including adding some
satellite data), and adding extra notes on the ballot will normally lead to inval-
idation of the vote, i.e. ∀b∈Bal (info(b) 6= vote(b) ⇒ vv(b)=⊥).

In what follows we consider some v, v′ ∈ Vot \ {c}, s.t. v 6= v′, v∗ ∈ Vot,
a ∈ Agt \ {v∗}, a∗ ∈ Agt, i, j ∈ Bal, s.t. i 6= j, and x, y ∈ P(Choice), s.t. x 6= y.

The atomic proposition recorv∗,i asserts that a ballot i ∈ Bal was recorded
for voter v∗ ∈ Vot, castv∗,i asserts that a voter v∗ ∈ Vot cast a ballot i ∈ Bal,
and votedv∗,x asserts that a voter v∗ ∈ Vot cast some ballot with x ∈ P(Choice)
selected.4 Depending on the system, a different set of assumptions and corre-
sponding logical implications and equivalences over aforementioned propositions
can be made. For example:

– in systems, where voter casts a single vote maximally one vote per voter can
be recorded: ∀v∗,i(recorv∗,i ⇒

∧
j ¬recorv∗,j),

– in systems, where voters are allowed to re-vote, effectively overwriting the
previously cast votes: ∀v∗,i,j(recorv∗,i ∧ recorv∗,j ⇒ ¬vv(i) ∨ ¬vv(j)),

– in traditional paper-based voting system, where cast-as-intended is provided
by design: ∀v∗,b(castv∗,b ∧ vote(b)=x ⇐⇒ votedv∗,x).

Additionally, we introduce dual abstract propositions abstv∗ and prtv∗ denoting
voter’s genuine abstention and participation in the voting itself. Note that prtv∗

alone does not necessarily imply the vote from v∗ would count towards a turnout.
The exact definition and method for computing a turnout will depend on the
legislation; moreover, in many cases (e.g., re-voting) it cannot be inferred from
a single ballot alone, and the corresponding turnout function must be defined
over a multi-set of returned ballots.
4 The subtle difference between votedv∗,x and castv∗,i is that x ∈ P(Choice) only

indicates the relevant selections (e.g., it would not capture the presence of any “hid-
den” marks), whereas i ∈ Bal can represent any possible ballot along with all the
information that can be derived from it.

Note also that we formalise coercion resistance as the ability of the voter to effect
any election choice. Thus, we do not need to represent the intention of the voter; it
suffices to reason solely about the voter’s possible choices.
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⟨⟨∅⟩⟩γ

⟨⟨v∗⟩⟩γ ⟨⟨c, v⟩⟩γ

¬⟨⟨∅⟩⟩γ

¬⟨⟨v∗⟩⟩γ ¬⟨⟨c, v⟩⟩γ

Fig. 1. Naturally derived implications for considered coalitions.

The paper [68] reviews various definitions for receipt-freeness and coercion-
resistance properties, and provides their logical transcriptions with a focus on
strategic aspects. The relevant properties (excluding those using the belief oper-
ator) are presented below with their original labels:

RF1a.
∧

v,v′,x ¬〈〈v〉〉 F (votedv,x ∧Kv′votedv,x)

RF1b.
∧

v∗,a,x ¬〈〈v〉〉 F (votedv,x ∧Kavotedv,x)

RF2.
∧

v,x ¬〈〈v〉〉 F (votedv,x ∧Kcvotedv,x)

RF3.
∧

v,x ¬〈〈c, v〉〉 F (votedv,x ∧Kcvotedv,x)

RF5.
∧

v,x ¬〈〈c, v〉〉 F (votedv,x ∧Kcvotedv,x)

RF6.
∧

v∗,a,x ¬〈〈v〉〉 F (votedv,x ∧Kavotedv,x)

CR2a.
∧

v,x ¬〈〈c, v〉〉 F (votedv,x ∧Kcvotedv,x)

CR2b.
∧

v,x ¬〈〈c, v〉〉 F (votedv,x ∧ (
∨

yKc¬votedv,y))

CR3.
∧

v,x,y 〈〈v〉〉 F (votedv,x ∧G¬Kc¬votedv,y)

For instance, property RF2 says that the voter v has no strategy such that
eventually v has voted for candidate x and the coercer knows that, however we
might choose the actual values of v and x.

The transcription of properties RF5 and CR2a is identical with that of
RF3, and RF6 with RF1b, and thus written in grey.

3.4 Resistance to Forced Participation and Forced Abstention

Following the approach of [68], we formalise the properties of forced participation
resistance (FPR) and forced abstention resistance (FAR) as:

FPR.
∧

v∗,a ¬〈〈v∗, a〉〉 F (prtv∗ ∧Ka¬abstv∗)

FAR.
∧

v∗,a ¬〈〈v∗, a〉〉 G(abstv∗ ∧Ka¬prtv∗)

Thus, FPR says that there is no collective strategy for the voter v∗ and
another voter a which ensures that, eventually, v∗ has participated in the election
and a knows that v∗ has not abstained. Similarly, FAR says that there is no
collective strategy for the voter v∗ and another voter a to make sure that v∗
consistently abstains and a consistently knows that v∗ has not participated.

Remark 1. Note that quantifiers over voters often exclude the coercer, i.e., range
over Vot\{c}. Depending on the context, this might make a significant difference.
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A notable example is Selene voting system [61], where the coercer being a voter
himself would possess a knowledge of his own tracker, and then it is possible that
a voter, who wishes to fake his vote, happens to point to the coercer’s tracker.

Furthermore, we formalise the notion of public participation privacy by:

PPP.
∧

v∗,a ¬〈〈∅〉〉 F (Ka¬prtv∗ ∨Ka¬abstv∗)

Theorem 1. (i) FPR ⇒ PPP and (ii) FAR ⇒ PPP.

Proof. Follows directly from the facts that Kaφ ⇒ φ for any a ∈ Agt, and
〈〈∅〉〉φ⇒ 〈〈A〉〉φ for any A ⊆ Agt.

Thus, PPP is a necessary condition for both FPR and FAR.

4 Protocols and Examples

In this section, we discuss several example protocols that, in varying degrees,
provide resistance to forced abstention and/or forced participation coercion.

4.1 Indelible Ink

Applying an indelible ink (usually by dipping the forefinger of a voter) is de-
signed to prevent double-voting. According to [21,42], one of the earliest adop-
tions of election inking was in India back in 1960–1980s. This method provides
abstention-privacy (in the simplest case, one could simply dip their finger into a
bottle of writing ink) but lacks participation-privacy, which opens up possibili-
ties to coercion and may sometimes even undermine the voter’s safety.

We found reports of ink compound being smuggled [70], disenfranchisement
attacks when voters were forced or tricked into having their finger marked by
malicious third-party [7,33], disinformation attacks aimed to weaken public con-
fidence in integrity of the results, threats (both to inked and non-inked voters)
[33,21], and post-election violence towards those who had their finger marked
[37]. We refer the interested reader to [21,22] for more details and an evidence
study.

As a counter-measure to potential exposure of the voter’s participation, some
countries deploy an invisible ink, such that a special UV LED is needed to check
the mark [22,49]. While it does not guarantee complete participation-privacy, it
might be seen as its weaker variant under certain assumptions. However, it is
notable that with different inking methods, the risks of forced abstention and
forced participation attacks appear to have inverse relationship.

Interestingly, [33] describes a case of voters refusing to cast a vote immedi-
ately after getting an ink-mark. Depending on the legal constraints, this might
be a viable response to forced-participation coercion.
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4.2 KTV-Helios

The KTV Helios scheme is designed to have participation privacy [41]. Here the
voter casts ballots each encrypting a number. The actual chosen candidate will
be the sum of all of these numbers. Others can cast ballots too on behalf of
the voter, but without knowing the voter’s secret key these ballots will have
to be encryptions of zero and thus do not affect the overall vote. The point of
these obfuscating ballots is to give the voter plausible deniability: Even if the
voter casts a ballot together with the coercer, he or she can update the result
by casting another corrective vote, but claim it was an obfuscating ballot from
another voter. We have here assumed a coercer model where the voter always
casts ballots oneself, and thus knows the corresponding number, i.e., an over-
the-shoulder coercer model.

In this model, we also have forced abstention resistance because the voter
can cast a vote and plausibly claim it was an obfuscating vote. Interestingly, it
might also provide forced participation resistance since – even if the voter first
casts a valid vote together with the coercer – he or she can later correct the sum
back to zero using a corrective ballot, and claim it was an obfuscation ballot
from someone else.

Interestingly, there is a small asymmetry between the two notions in this
scheme. If a voter should not vote at all, there is a small probability that no
obfuscating votes are cast on behalf of that voter, hence making abstention clear.
That is, even without interaction between the voter and the coercer, we have a
small probability of leaking the abstention, whereas if the voter participated it
would never be provable without interaction between the voter and coercer.

4.3 Estonian E-Voting System

The Estonian system allows to verify ballots directly via the random coins used
in the ballot construction. However, to achieve a level of coercion-resistance the
system allows for the last-vote-counts re-voting. This kind of a voting system
enables forced abstention resistance, since the voter might cast a ballot without
telling the coercer. On the other hand, the voter can prove participation by
casting a ballot and verifying this together with the coercer, thus we do not
achieve forced participation resistance.

4.4 S&P 2024

A recent scheme with vote updating [23] from S&P 2024 is also based on the
over-the-shoulder coercion model. Here obfuscating votes are cast by the election
authority and these will override votes cast together with a coercer, if the voter
has already cast a vote on their own. Due to the obfuscation, this does provide
forced abstention resistance in the constrained coercer model of [23]. However,
if the coercer casts the very first ballot together with the voter, then this will be
a valid ballot which can only be overwritten by other valid ballots. Hence, the
scheme does not obtain forced participation resistance.



10 W. Jamroga, Y. Kim, P. Roenne, and P. Y. A. Ryan

4.5 JCJ

In the JCJ voting protocol [35] a voter uses secret credentials to cast votes. A
coercer is simply presented with a fake credential, and could even try to vote on
his own, however ballots with invalid credentials will not be counted. Assuming
the tally procedure does not leak, this allows us to achieve resistance against
both forced abstention and forced participation attacks.

Yet, as pointed out in [20,14], the public deduplication process might leak
important information. Let us e.g. say that the coercer knows that all voters vote
twice, but the coerced voter does not know this. Thus, if the coercer sees a vote in
the deduplication phase only appearing once, he knows it came from the coerced
voter. In consequence, the scheme does not have forced abstention resistance. On
the other hand, we could still have forced participation resistance because the
voter might simply refrain from casting a vote with the real credential.

4.6 Opt-Out Schemes

Depending on the legislation, a general method striving to achieve forced par-
ticipation resistance is to include an additional (opt-out) checkbox for “do not
participate” on ballots.

The point is that if the scheme already provides coercion-resistance including
forced abstention resistance then the coerced voter can cast a ballot and choose
this option while being able to deny it to the coercer. Thus in this case forced
abstention resistance can help to provide forced participation resistance. How-
ever, this option might also be used by a coercer to launch a forced abstention
attack, so we again see a duality between the two properties here.

5 Related Work

The related work can be divided into two strands. On the one hand, various
flavours of privacy and coercion-resistance have been defined and discussed in
the literature. On the other hand, some authors have attempted to capture those
properties in modal logics of time, knowledge, and/or strategies. The second
strand includes also attempts at automated verification by theorem proving or
model checking, based on such formalisations.
Receipt-freeness and coercion resistance. Over the years, the properties
of ballot secrecy, receipt-freeness, coercion resistance, and voter-verifiability were
recognized as important for an election to work properly. In particular, [8] intro-
duced receipt freeness as a required property for avoiding coercion in e-voting sys-
tems. It was later extended in [52] by considering different levels of voter-control
for the coercers, and different levels of collusion between coercer and other par-
ties in the election, and further in [55]. [35] introduced coercion resistance as the
property of being receipt free, plus resisting against randomization, forced ab-
stention and simulation attacks. Moreover, significant progress has been made in
the development of coercion-resistant voting systems, especially in combination
with various forms of vote verifiability [62,13], cf. for instance [12,60,63,61].
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Formal definitions of vote privacy, and receipt freeness and coercion resistance
in various process calculi were proposed and discussed in [17,15,16,53,5,45,18]
introduced a simulation based definition for coercion resistance, see also [51] for
a survey. Several works such as [48,46,1,47,40,69,4,64] have developed weaker,
more practical, or more efficient ways to realize the assumptions for achieving of
receipt freeness and coercion resistance (without introducing new definitions).
Specification of voting properties in modal logics of time, knowledge,
and/or strategies. [34,6,44] have used epistemic logic to express the prop-
erty of coercion resistance in elections. More sophisticated formalisations, based
on temporal or temporal-epistemic specifications, were used in [50,10,71], com-
bined with verification through automated theorem proving, and in [9] together
with verification by model checking. Formalizations in strategic-epistemic logic
were proposed in [68,27,30,31,43,36,29], often with experimental verification of
integrity and security requirements for a given voting protocol.

In a related line of work, modal logics of strategies, time, and knowledge
were used to specify correctness of contract signing and non-repudiation proto-
cols [38,39,11,28].

6 Conclusions

We have introduced the notion of forced participation attacks and defined for-
mally forced participation resistance and forced abstention resistance, along with
public participation privacy.

We highlight the internal strain between the first two properties by demon-
strating several protocols which satisfy resistance to forced abstention but not
to forced participation or vice versa.
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